Ellipsometric Thickness of PAA/PAH Films
Null ellipsometry was used to determine the thickness of the multilayer films. Films prepared on silicon substrates were characterized using a null-ellipsometer (Multiskop, Optrel Berlin) with a 632.8 nm He-Ne laser used as the light source. The incidence angle was 60°.
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AFM of PEM Films
Tapping mode AFM was used to characterize the topology and roughness of a 10 bilayer PAA/PAH film after immersion in solutions of different pH. The film was immersed in solutions of pH 3.5, 5.7 and 8.7 and then dried in vacuum overnight. AFM images were acquired using a Park Systems NX10 AFM in Tapping Mode (XEP 3.0.4 Build 37). The acquired images were processed and analyzed using XEI (1.8.0, Build 36) software. The roughness of the films was found to be consistent across the range of pH values studied. While there is a slight increase in roughness with increasing pH, it would not account for the highly varied diffusion that we measure at different pH values for the same dye molecules, or the differences measured for Alexa 555 and Rhodamine 6G at the same pH values. As depicted in Figure 1e in the main text, the evanescent wave is located at the polymer water interface based on the non-decaying intensity of contrast probes at the interface ( Figure  S1 ). In TIRF microscopy, the evanescent wave occurs at an interface where the refractive index changes such that the incident angle of the laser is larger than the critical angle. Based on the refractive index of 25 bilayer hydrated PAA/PAH films determined via ellipsometry by Tanchak and Barrett, the refractive index of the film of the hydrated film is ~1.51. 1 Because the refractive index of the objective oil and glass substrate are also ~ 1.51 TIRF is not expected to occur. Rather, we expect it to occur at the film/ solution interface. To test this hypothesis, we deposited 40 nm fluorescent beads onto glass, a 10 bilayer PAA/PAH film and a 20 bilayer film. If the TIRF conditions are satisfied at the substrate-polymer interface, then bead images will be in focus at different heights. The intensity of the evanescent wave decays according to the equation: 2
Location of the Evanescent Wave
where d is the characteristic penetration depth and is a function of the wavelength of the excitation light, the refractive index change at the interface and the incident angle of the light. The emission intensity of the fluorescent beads is proportional to the intensity of the evanescent wave and will decay exponentially with increasing distance from the interface at which TIRF occurs. As can be seen in Figure 1f , the emission intensity remains, for the most part, constant. For comparison, the expected emission intensity decay is shown (dashed red line) for a hypothetical polymer with a refractive index of 1.46, which allows the TIRF condition to be satisfied at the substrate polymer interface using 638 nm light at an incident angle of 79° (our excitation conditions for the bead experiment. It was necessary to use a refractive index of less than the published value of 1.51 for the hypothetical interface in the figure because using the actual value resulted in the TIRF condition not being satisfied at our maximum incident angle of 79° so the curve could not be plotted.). We conclude that the TIRF condition is satisfied at the film water interface as depicted in Figure 1e of the main text.
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Figure S3 Representative single frames from each probe-condition pair
Random Walk Simulations
Brownian diffusion simulations were conducted using a standard 2 dimensional random walk calculated using Matlab R2012a. For each step, the magnitude of the displacement is sampled from a normal distribution with a width defined by the user specified diffusion coefficient D. The magnitude is then split into x and y components randomly and these x and y components are added to the particles previous location. This process is repeated for the desired number of steps.
To simulate periods of confinement, the random walk above is modified by defining a probability to enter a state of immobilization (P 1 ) and a probability to exit the state of immobilization (P 2 ). Two user defined diffusion coefficients are used. One corresponding to non-immobilized diffusion (D 1 ) and one corresponding to immobilized diffusion (D 2 ). Immobilized particles are given a diffusion coefficient to simulate the localization error and thermal motion that a real world system experiences. For each step, a random number is selected from a uniform distribution and, using the user defined probabilities, steps are defined as either an immobilized step or non-immobilized step. The random algorithm then proceeds as described for the Brownian random walk with immobilized and non-immobilized steps sampling from the distributions defined by their respective diffusion coefficients. For this work the Brownian trajectories were simulated with a diffusion coefficient of 0.01µm 2 /s and the trajectories with immobilization were simulated using P 1 = 0.4, P 2 = 0.1 , D 1 = 0.1 µm 2 /s and D 2 = 0.0001 µm 2 /s. 
Markov Chain Monte Carlo Algorithm
Based on the distribution of the displacements in log scale, we believe there are two populations: one representing immobilized particles characterized by short displacement steps (log 10 (D i ) ~ Norm(θ 1 , σ 1 ) and one representing long displacement steps which we attribute to hopping (log 10 (D i ) ~ Norm(θ 2 , σ 2 )), where D i is i th displacement, and Norm(θ, σ) is a normal distribution with parameters θ, the average value, σ, the standard deviation. To extract the averaged displacements (θ 1 and θ 2 ) of the two populations accurately, we assume there is a hidden variable x i for each D i , which indicates whether D i belongs to the long displacement distribution (if x i = 0) or the short displacement distribution (if x i = 1). Also assuming p is the probability of short displacement, clearly, x i ~ Bernoulli(p). 3 Applying Bayesian statistics and Gibbs sampling and using the non-informative prior: p ~ beta(1, 1), θ 1,2 ~ 1, σ 1,2 2~ 1/ σ 1,2 2 , so that conditional distributions of these parameters are:
Where n is the number of displacements D i , k is the number of displacements that belong to the short displacement distribution. To simplify the formula, we use ‫ݕ‬ = log ଵ ‫ܦ‬ :
For each sample s:
For each distribution in this work, 20,000 iterations were conducted. The final averaged displacement was determined using the last 19,000 sampling values (the first 1,000 samples are considered a burn-in period). The effective independent sample size is more than 1,000, so the standard deviation of the sampled averaged displacements (θ 1 and θ 2 ) are more than 30 times smaller than the standard deviation of the original distribution of displacements. Therefore, this method provides us with a precise estimation of the averaged displacements with negligible influence from the other population.
D vs. Trajectory Length
Figure S6 -Scatter plots of D vs trajectory length for a) Alexa in HCl and b) R6G in Tris buffer both over a 10 bilayer PAA/PAH film
Diffusion of Rhodamine B over 10 Bilayer PEM
We measured the diffusion of 50 pM Rhodamine B over a 10 bilayer PAA/PAH PEM in water using the same procedures discussed in the main text. Rhodamine B is zwitterionic and is uncharged in neutral water. Therefore we do not expect electrostatic forces to play a large role in the interaction of Rhodamine B with the PEM. Instead, hydrophobic interactions are expected to govern the interaction. We find that the number of events per frame (1 ± 1) was comparable to R6G and Alexa 555 at the same concentration in water. When we examine the histogram of the single frame displacements ( Figure S6 ) we find that it is significantly different from what we measure for the charged probes. Unlike the single frame displacement histograms for the charged probes in water which displayed only one prominent distribution centered at approximately 40 nm, we measure two prominent distributions centered at 36 and 841 nm. The first distribution centered at 36 nm is the result of immobile molecules and comparable to what is measured for charged probes. Interestingly, the distribution of single frame displacements resulting from hopping molecules has a mean that is more than twice as much as the hopping distributions of the charged molecules.
Clearly, hydrophobic interactions with the film result in hopping similar to what is observed for charged molecules although it occurs on longer length scales. However, the degree of interaction given by the number of events per frame is not comparable to that of the charged molecules under conditions that promote hopping behavior (the number of events per frame for Alexa 555 at pH 3.5 and Rhodamine 6G at pH 8.7 are higher by nearly a factor of 10), indicating that electrostatics plays a significant role alongside electrostatics in the interaction of charged probe molecules with the film.
